
Configuring Controller 8 to use Single Sign-on 

Richard.Collins@Cognos.com – v1.0 – March 27th 2007 

Configuring Controller 8 to use Single Sign-on 
 

Overview 
 

This document is intended as a quick guide on how to configure a Controller 8 

application server to use single-signon.  

 

It should be used as a companion to 2 of my other documents (also available from 

this author): 

• “04. Configuring Controller 8 to use Active Directory authentication” 

•  “04b. Configuring Controller 8 to use Access Manager authentication” 

 

We shall assume: 

• Only one Controller 8 application server 

• This server has already been configured to use either AD or Access Manager 

(also known as “AccMan” or “Series 7”) authentication (as per the documents 

mentioned above) 

 

NB: This guide is intended as a “quick-start” guide, for the most popular of 

environments. The official documentation1 takes precedence over this document. 

 

                                                 
1 For the full information, see Chapter 7 (p77+) “Configuring Series 8 or Windows Authentication” of the 

document “Cognos 8 Controller Installation and Configuration Guide (English)” (“ctrl_inst.pdf”) which can 
be found on the installation CD, or can be downloaded from http://support.cognos.com. 
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Default behaviour of Controller 

 

By default, when you use the 2 documents mentioned above, when you launch 

http://servername/cognos8, you will be prompted to logon (e.g. see below): 

 
 

After logging in, you can launch Controller from a link on the Cognos Connection 

website, such as the following: 
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However, after you have done this, you will then be re-promoted to logon to 

Controller: 

 
 

This document will demonstrate how to remove these prompts for 
authentication.
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Details 
 

(1) Configure Website to use Windows Authentication 

 

By default, the website will be using “anonymous” authentication: 

 
 

• On the Controller 8 application server, right-click on “default web site” and 

choose “properties” 

• On the “Directory Security” tab, click on “Edit” in the “anonymous access” 

section 

• Untick the box “anonymous access” and click OK 

• Restart the IIS service by launching a command prompt, and typing in 

IISRESET 

 

Q. Can I use single-signon without using Windows authentication? 

 

The short answer is “no”. For more details, see appendix (b) at the end of this 

document.
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(2) OPTIONAL – only if using an Access Manager/Cognos Series 7 

namespace:  

 

Follow the instructions in this section, if you are using Access Manager. This is also 

known as a “Cognos Series 7” namespace. In other words, you are using a 

configuration similar to the following: 

 
 

By default, the “namespace” will be set to “Basic signons only” 

• You should change this to “Both” (see below) 
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Next, you need to ensure that each Access Manager user has an appropriate 

Windows (domain) userID associated with it: 

 

  
 

Repeat the above process for each Windows user, and each corresponding Access 

Manager userID, so that all Controller users are configured. 

 

 

 

You will now find that (assuming that the Windows user that you launch the 

website is associated with a single Access Manager user) the end-user(s) never 

get prompted for a logon again. 

 

 

 

In other words, we have configured true Windows single-signon. 

 

When the user logs onto Windows (e.g. first thing in the morning), this is the last 

time that he/she needs to logon. Controller will always authenticate the user 

automatically, using his/her Windows userID (e.g. DOMAIN\SMITHJ), which is 

mapped to a Controller “native” user account (e.g. ADM).
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(3) OPTIONAL – only if using an Active Directory namespace *and* you are 

not using “Kerberos Delegation”:  

 

Follow the instructions in this section, if you are using a Cognos 8 “Active Directory” 

Namespace. In other words, you are using a configuration similar to the following: 

 

 
 

If you have done step (1), then it is possible2 that there are no further steps to 

perform.  

 

However, it is likely that you are *not* using “Kerberos Delegation”, and therefore 

you will need to perform the following extra steps, to allow Windows single-signon. 

 

You need to configure the following setting: 

 
 

                                                 
2
 If your IIS server and Active Directory settings allow “Kerberos Delegation”. For more info, see page 83+ 

of “ctrl_inst.pdf” 
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i.e. add the following to the “Advanced Properties”: 

 

Name     Value 
singleSignonOption  IdentityMapping 

 

You will then need to save & restart Cognos Configuration. 

 

After doing the above, you will not be prompted to logon to either Cognos 

Connection *or* the Cognos Controller link inside it. 
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Appendix – troubleshooting etc. 
 

(a) Check that the client PC is sending the IIS website the end-user’s 

credentials 

 

All Controller client � server communication, is via HTTP to the IIS webserver. 

Therefore, it is important that the client PC sends his/her Windows credentials to the 

website. 

 

The default settings vary between Internet Explorer versions and Windows 

versions/service packs. Therefore, it is impossible to give precise advice. 

 

However, you need to check that the server zone (that the Controller server belongs 

to, on the client PC’s IE settings) has the following enabled: 

 

 
 

i.e. “Automatic Logon with current username and password” 
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(b) Can I use single-signon without using Windows authentication? 

 

The official documentation for Controller 8.1 (see chapter “Enable Single Signon 

Between Cognos Series 7 and Cognos 8 Controller” on pages 85/86 of 

“ctrl_inst.pdf”) suggests that you can logon to the website (Cognos Connection) 

manually3 and then *not* get prompted to re-logon to Controller when you click on 

the “Cognos Controller” hyperlink. 

 

Unfortunately, this is *not* possible. The documentation is going to be re-

written (e.g. with the next Controller release - 8.2+) to reflect this. 

 

In other words, single sign-on between a web client and a windows client (as 

described above) is not currently possible (because of various technical difficulties in 

engineering the software to allow it). 

 

• Single signon (without Windows authentication) in Controller is only valid 

between the Controller client and the Controller Excel client. 

• In the next release of Controller (8.2) there also will be single signon between 

the Controller client and other Cognos Windows clients (for example Cognos 

Office Connection). 

 

 

 

 

                                                 
3
 i.e. *not* automatically via Windows authentication 


